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World Wide Coverage - FortiGuard Distribution Network (FDN)

Antivirus Web Filtering  Fortinet Analysis & Management Service (FAMS)

Intrusion Prevention Antispam Application Control

Database Security Web Security ~ Vulnerability Control and Management (VCM)




Zero-Day Threat Research

World Wide Research Team (130+)

130+ Zero-Days Discovered Since 2008
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Exploits

Junior Developers

Senior Developers
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Programs, Partnerships

ABOUT US CONDITIONS CONTACTS
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Rate in $ for 1000 installs|

United States 140
United Kingdom 110
Metherlands 30
France 30
Poland 20
Italy 65
Germany
Spain 30
Australia 55 * e also reserve the right to delete any account

Greece 30 *And remember - A
Other 20

Asia 5
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Modern Threats

Mobile
Banking Components
Full Botnets (Droid Kungfu)

“Advanced Persistent Threats”
Stuxnet, Duqu (S7 Code)

Multiple Components, Criminal Elements
GhOst Net, Shady Rat, Aurora — Vulns

Ransomware
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Where Are We Going?

Blackmail and Targeted Ransom
Mobile

SCADA Vulnerability Focus
Web, Cloud Interfaces

Sponsored Attacks, Advanced Evasion
Crime as a Service, Crimeware

Vigilante Justice
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Ransomware

wou entered this site because your PC had been cracked and all
the drives were encrypted with the algorithm AES - 128, that
i5 also used by governmental and army services of many
countries to protect the information.
You can restore the PC and all the information by means of Internet
payment systems Ukash ar Paysafecard. The ways to acquire the
vouchers of these systems you can find here.

Warning for ones aimed to save money:

11 The password includes 16+ symbols thus excluding the
possibility to guess it
23 Ay atternpt to restore (Live CD, Boot Disks, Windows CD
And the like) will lead to loss of the public encryption
ke resulting to your PC decryption failure.
21 Do not spent money and time for computer specialists.
They are unable to help you. Your only way out is to restore
your data free of 105585 05 to purchase the access code.

Once you pay the necessary sum, we guarantee to provide
you with the password for your PC. Thereafter our program
will automatically decode all your data and will retrieve
your PC. Do think about your files and presentations, photos
and videos, saved favorites and save games - all this worth
that little sum we ask for.




What Should We Be Doing?

Public-Private Relationships
Education & Awareness

Policy & Focus

Enforcement & Focus (Cash Flow, etc)

Security & Strategy
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Useful Resources

,,. FortiGuard Center
http://www.fortiguard.com
Advisories, Reports, Tools, Encyclopedia

Fortinet YouTube Channel
http://www.youtube.com/securenetworks
Security Minute Educational Videos

Fortinet & Network World — Security Podcast
http://www.networkworld.com/podcasts/secthreat/index.xml

! FortiGuard Labs & Fortinet Blog
http://blog.fortinet.com

. twitter.com/fortinet | T facebook.com/fortinet
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