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Up to Date on the Threat Landscape

�FortiGuard Introduction

�Threat Landscape Update

�Cyber Criminal Organizations

�Services

�Modern Malware
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� World Wide Research Team (130+)

� 130+ Zero-Days Discovered Since 2008

� Mostly Critical

� September 2011: 33 in Zero-Day State

� 6 > 1 Year … 19 > 2 Years

Zero-Day Threat Research
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Programs, Partnerships
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�Mobile

�Banking Components

� Full Botnets (Droid Kungfu)

� “Advanced Persistent Threats”

�Stuxnet, Duqu (S7 Code) 

�Multiple Components, Criminal Elements

�Gh0st Net, Shady Rat, Aurora – Vulns

�Ransomware

Modern Threats
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Gh0st RAT
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Where Are We Going?

�Blackmail and Targeted Ransom

• Mobile

�SCADA Vulnerability Focus

• Web, Cloud Interfaces

�Sponsored Attacks, Advanced Evasion

• Crime as a Service, Crimeware

�Vigilante Justice
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Ransomware
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What Should We Be Doing?

�Public-Private Relationships

�Education & Awareness

�Policy & Focus

�Enforcement & Focus (Cash Flow, etc)

�Security & Strategy
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Useful Resources

FortiGuard Center

� http://www.fortiguard.com

� Advisories, Reports, Tools, Encyclopedia

Fortinet YouTube Channel

� http://www.youtube.com/securenetworks

� Security Minute Educational Videos

Fortinet & Network World – Security Podcast

� http://www.networkworld.com/podcasts/secthreat/index.xml

FortiGuard Labs & Fortinet Blog

� http://blog.fortinet.com

twitter.com/fortinet               facebook.com/fortinet


